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Disaster plan objectives

          The Missouri Cancer Registry (MCR) is a collaborative partnership between the Missouri Department of Health and Senior Services (DHSS) and the University of Missouri-Columbia. Its ultimate goal is a true population-based cancer registry. The MCR is a centralized system for collection, storage, analysis and interpretation of data on cancer patients. Cancer registries may be hospital-based or centralized, and data are used for quality evaluation and research. The MCR must be able to continue operations and protect data in case of an emergency or disaster. When emergencies or disasters occur, however, even the best of protective measures may not prevent damage to records. Consequently, MCR needs to develop a disaster plan for timely and economical response to the disaster in order to salvage or replace damaged records and the information that we contain: 

1. First and foremost, protect human life. The organization is responsible for the safeguarding of life. Telecommunication is critical in many cases after a disaster to help save lives and to treat the injured. Thus, this plan is developed to provide for the quick reestablishment of communications after an unplanned outage.

2. Provide a detailed set of procedures to follow when a disaster occurs. The presence of the plan and the orderly flow of instructions to follow prevent a disruption from escalating into a disaster.

3. Develop a protection policy against internal and external threats. Maximize recovery and the return to normalcy.

4. Specify every staff’s responsibility, recruit emergency response teams and provide disaster plan training. 
If the effects of the disaster threaten the lives of staff, first and foremost is the ability to evacuate and protect human life.
Building Description
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The offices of the MCR are housed in the building commonly referred to as Clark Hall (and connected to Lewis Hall) located on the southwest side of the campus at the university of Missouri, Columbia (corner of the intersection of Rollins and Providence). The building (Clark Hall) in which the MCR is housed has 9 floors including the basement. There are four closed stairwells in all, two on either side (east and west side) of the building. The stairwells can be easily accessed from any of the floors through separate doors. Two elevators are located side by side on the west side of the Clark Hall building. Both the elevators are designed to reach the top floor (eighth) from the basement. The MCR consists of office spaces for the staff in the form of separate rooms or cubicles. Within the MCR (fourth floor), there is no one specific area that could be considered as high probability of an emergency occurring (no computer labs or record storage areas). The basement area of Clark Hall houses the servers that pertain to the MCR. 

The office space and the common areas on the fourth floor designated for MCR are restricted to the outside public. Common areas in the building include the lobby and dining (Mezzanine - An intermediate floor within the Clark Hall building above the first floor that occupies a part of the building’s second floor area and consists of columns). The Clark Hall building is connected to Lewis Hall through the first floor. The Lobby areas of Clark Hall and Lewis Hall are connected and can be easily accessed by outside public. The MCR currently does not have any classroom space associated with it. 
Response procedures for emergencies

NOTE: In all of the circumstances below, it is important to remain calm and follow steps as indicated. If there are any questions regarding these procedures please call the University Safety Professional at EHS (573-882-7018).

Fire Emergency
1. If you discover a fire, you should activate the Fire Alarm System.

2. DESCRIPTION OF FIRE ALARM SYSTEM.
The outdoor warning sirens will be sounded as only one part of the local warning network.  The sirens are used only as an attention getting device with no way to determine whether the sirens are sounding because of a weather emergency, chemical hazard, etc.  Specific information regarding the actual nature of the emergency will be broadcast by the local media.  KFRU 1400 AM radio serves as the local emergency broadcast station with a direct link from the City/County Emergency Operation Center (EOC).  No all clear signal will be sounded; sirens are used only for warning. 
It will be the responsibility of the Floor Monitor(s) and leaders of every emergency team to assure that all employees/visitors have been notified of the emergency by checking each room on their floor then reporting to the Building Coordinator on one of the Assistant Building Coordinators at one of the designated assembly points if evacuation is needed.
In the event of an emergency such as fire, tornado, explosion, etc, which could cause structural damage to the building, Campus Facilities Department is to be notified to turn off the gas and electric service to the buildings involved. Electrical power will be shut down only after all employees have safely evacuated the building.
In the event of an emergency that requires the evacuation of the building, employees will exit the building by the most direct and safest means to reach the outside.
3. From a safe location call the Fire Department (911).  Give the nature and location of the fire.  DO NOT HANG UP UNTIL 911 STAFF HAVE ALREADY HUNG UP!

4. Evacuate the building utilizing the escape routes outlined in this Plan (Appendix A).  You may collect valuables, i.e. purse, coats, etc., if within a reasonable reach and will not interfere with the evacuation of the building.  Doors should be closed but not locked upon evacuating. DO NOT use elevators unless directed by emergency personal.

5. If you come into contact with a student or visitor you should direct them to evacuate the building.  If you come into contact with an occupant who is disabled or having difficulty evacuating you should assist those individuals in evacuating the building, if doing so will not endanger the personal health or safety of yourself or the occupant needing assistance.

6. If you are trapped by smoke, stay low, cover your mouth with wet cloth, stay near a window, open the window but do not break it, hang something out the window to let fire personnel know you are there and put something in cracks around the door, phone 911 if possible.

7. Use a fire extinguisher, if feasible to do so without jeopardizing personal well-being.
· Never use water on an electrical or flammable liquid fire.  Use a dry chemical or carbon dioxide extinguisher only.

· When using a dry chemical extinguisher on a flammable liquid fire, stay back a minimum of 10 feet from the fire.

· Start at the leading edge of the fire and use a side to side sweeping action to extinguish the fire

· Remember the acronym P.A.S.S.

· Pull the pin.  

· Aim at the base of the fire.  

· Squeeze the discharge handle.  

· Sweep from side to side.

8. If rescue duties are called for, the Fire Department will perform these duties.  Please pay attention to the location and status of any person needing rescue and relay that information to the Building Emergency Coordinator who will notify the Fire Department Officer in Charge.
9. Once out of the building, gather at Parking Lot GW16 in the center of the parking lot to be surveyed. Zone Monitors and/or the Building Emergency Coordinator will conduct a brief survey of all present to determine if anyone is potentially missing and possibly still in the building.  You should not leave the assembly area, either to re-enter the building, go to another area of campus or leave the campus, until advised to do so by the Building Emergency Coordinator.
10. Notify MU Police (882-7201).
11. Notify Campus Facilities (days 882-8211, nights 882-3333).
12. Report to you supervisor.
 Medical Emergency

1. If the individual is conscious:

· Call for an ambulance (911) if requested by the individual.  When reporting the emergency provide the following information:

· Type of Emergency

· Location of the Victim

· Condition of the Victim

· Any dangerous conditions

· If the individual does not request an ambulance, then assist the individual, in the form of transportation, to the proper medical treatment facility.

· If the injured party is a University employee, assist them in contacting a care facility authorized by Worker’s Compensation (882-7019).

· If the individual is a student, the Student Health Services Center (882-7481) located on the 4th floor of the University Physicians Medical Building just east of University Hospital is the proper treatment facility.

2. If the individual is unconscious:

· Call an ambulance (911).  When reporting the emergency provide the following information:

· Type of Emergency

· Location of the Victim

· Condition of the Victim

· Any dangerous conditions

· Do not move the individual unless authorized by some medical authority, or it is obvious that delay in movement would be detrimental to the individual.

3. If the individual is a student and fully conscious, call Student Health Services (882-7481) and give information.

4. In all cases:

· Call MU Police (882-7201)

· When an ambulance is called for ask a fellow staff employee or the Building Emergency Coordinator to wait outside the building to flag the ambulance down and direct the emergency personal to the location of the injured individual.

· Notify appropriate supervisors.

Severe Weather
1. The weather conditions are watched by various people throughout Missouri Cancer Registry, the campus and university.
· OUTDOOR SIRENS ARE USED ONLY AS AN ATTENTION GETTING DEVICE WITH NO WAY TO DETERMINE WHY THE SIRENS ARE SOUNDING
· Specific information regarding the actual nature of the emergency will be broadcast by the local media. KFRU 1400 AM Radio serves as the local emergency broadcast station with a direct link from the City of Columbia/Boone County Emergency Operation Center.
· No all clear signal will be sounded; sirens are used only for warnings.
2. Occupants of the building are notified of a severe weather warning by the floor monitor who is contacted by the emergency Building Coordinator thru by phone/email or by runner if not able to make contact. 
3. Once you have been notified of a thunderstorm warning, it is not necessary to take any additional steps other than to ensure that you are prepared if the conditions deteriorate.
4. Upon notification of a Tornado Warning, all employees should remain where they are. 
· All offices doors should be closed with individuals staying in the hallways. 
· If outdoors, lie flat in the nearest depression, such as a ditch or ravine.  If there is time, move away from the path of the Tornado at a right angle.
5. If you come into contact with a student or visitor you should direct them to take shelter in the building.  If you come into contact with an occupant who is disabled or having difficulty taking shelter you should assist the individual in getting or taking shelter.

6. After the danger has passed, you should report to the designated shelter/assembly point to allow the Emergency Coordinator to take a survey of all present to determine if anyone is potentially missing.

Hazardous Materials

1. Evacuate the area to the extent appropriate.

2. Warn fellow workers, supervisors, and the Building Emergency Coordinator

3. Call Environmental Health and Safety (882-7018).  At night, on weekends, or holidays call MU Police (882-7201).

4. Take action to contain the spill if it is possible to do so without jeopardizing personal safety or health.

5. If it is warranted, evacuate according to the evacuation procedures outlined in this plan (Appendix A).

6. If a medical emergency is created due to the hazardous material incident, then follow the procedures for Medical Emergencies and inform medical personal that a hazardous materials incident has occurred, including the suspected type of hazardous material involved.

7. DO NOT call state or national emergency response numbers without prior authorization.

Radiological

Fire Emergencies Involving Radiation:

1. Follow the procedures for fire emergencies AND
2. Inform emergency personnel that a radiation hazard may exist AND
3. Contact Environmental Health and Safety (882-7018).  At night, on weekends, or holidays call MU Police (882-7201).

Medical Emergencies Involving Radiation:

1. Follow the procedures for medical emergencies AND

2. Inform medical personnel that a radiation hazard may exist AND
3. Contact Environmental Health and Safety (882-7018).  At night, on weekends, or holidays call MU Police (882-7201).

Release of Radioactive Materials:

1. Evacuate personnel from radiation contaminated area.

2. Assemble all personnel in a nearby safe area until radiation surveys and personnel decontamination are performed by the EHS Radiation Safety Office.

3. Prevent spread of contamination from the site.  

4. Use the nearest telephone for communication and avoid walking through buildings.

5. Close off doors and windows and, if convenient, turn off air handling equipment that might transfer radiation contamination throughout the building.

6. Control access to radiation area and place warning signs indicating radiation and contamination hazards.

7. Contact Environmental Health and Safety (882-7018).  At night, on weekends, or holidays call MU Police (882-7201).

8. Decontamination of rooms and buildings shall only be done under EHS Radiation Safety Office supervision.

Earthquake

1. Earthquakes occur without warning.  Some earthquakes are instantaneous tremors and others are significant sustained events followed by aftershocks.

2. Stay indoors if already there.

3. If indoors take cover.  Suggested locations inside buildings that provide cover include:

· Standing in a doorway and bracing your hands and feet against each side

· Getting under sturdy furniture, such as work tables or desks

· Standing flat against an interior wall

4. Stay near the center of the building and avoid glass windows and doors.

5. If outdoors, stay in open areas, away from buildings and structures, and a safe distance from utility wires.

6. After tremors have stopped, gather valuable, if doing so will not jeopardize the personal health and safety of yourself and others, and quickly leave the building through the evacuation routes outlined in this Plan (Appendix A).  DO NOT USE ELEVATORS.

7. If you come into contact with a student or visitor you should direct them to evacuate the building.  If you come into contact with an occupant who is disabled or having difficulty evacuating you should assist the individual in evacuating the building if doing so will not endanger the personal health and safety of yourself and the individual needing assistance.

8. Once out of the building, gather at Parking Lot WG16 in the center of the parking lot to be surveyed. Zone Monitors and/or the Building Emergency Coordinator will conduct a brief survey of all present to determine if anyone is potentially missing and possibly remains in the building.  You should not leave the assembly area, either to re-enter the building, go to another part of campus or leave the campus, until advised to do so by the Building Emergency Coordinator.

9. After tremors have stopped, stay away from damaged buildings and structures.  Avoid going through or near buildings where there is a danger of falling debris.

10. Be prepared for aftershocks.  Although smaller than the main shock, aftershocks cause additional damage and may bring weakened structures down.  Aftershocks can occur in the first hours, days, weeks, or even months after the quake.

Mechanical Equipment or Other Physical Facility Emergencies

1. Call Campus Facilities (882-8211 day, 882-3333 night).

2. Do not attempt to correct the mechanical emergency.

3. If fire ensues, follow procedures outlined for a Fire Emergency.

Oral or Written Threat to People or Facilities

1. Record time and date of call or receipt of message.

2. If caller, keep on line as long as possible and attempt to determine the following:

· Who or what is being threatened with harm?

· What action is threatened to occur?

· When is (the action) scheduled to occur?

· Where is (the action) to occur?

· How is (the action) to occur?

· Listen closely for background noises.
· Listen closely for voice type (male, female, voice quality, accents etc.)

· Why is the person making the threat?

· Note if caller knows area by description of location.

· Note caller’s phone number if display phone is available.

3. When the caller hangs up, call MU Police (882-7201) and report the above information.

4. Notify your immediate supervisor and the Building Emergency Coordinator.

5. A decision will be made by the Building Emergency Coordinator and MU Police on whether a building evacuation is warranted.  If it is warranted, evacuation should take place as outlined in this Plan (Appendix A).

6. Do not touch any suspicious or unfamiliar objects.  Do not conduct any type of search until police personal arrive on scene.

University Emergency Operation Plan

The University of Missouri-Columbia in accordance with state and federal guidelines has developed an Emergency Operations Plan (EOP) which will be implemented in the event of a disaster.  A disaster is defined for purposes of the EOP as any type of situation that endangers life and property to a degree that a concentrated effort of emergency services be coordinated on a large scale to contain the situation.  Disasters are distinguished from emergencies by the greater level of response required.
In the event that a disaster does occur, an Emergency Operations Center (EOC) will be activated to coordinate the implementation of the EOP in responding to and recovering from the disaster.  All activities and decisions relating to the disaster will be made from the EOC.
The EOP provides for the dissemination of information about the disaster through the use of Public Information Officer (PIO).  The PIO is charged with ensuring that the university community, public, and media are kept informed about the situation.  The PIO and the EOC will ensure through whatever communication methods are available that buildings are informed about what additional and further steps, if any, should be taken by the occupants. Until such information is received, the Emergency Action Plan should be followed.

Emergency Prevention Tips

In order to help reduce emergencies, adherence to the following tips is suggested. 
1. Smoking:  University of Missouri is a smoke-free environment, so smoking, which is a major cause of fire, is restricted in MCR. 
2. Trash Accumulation:  The accumulation of trash generated in the course of the workday provides an environment conducive to the spread of fire. In order to reduce this potential risk the following steps are to be considered.

1. All combustible waste material should be kept at least six (6) feet from any heat source. Heat sources would include such things as water heaters, furnaces, etc.

2. All trash containers for combustible materials should be dumped at the end of the shift.

3. Special attention should be given to the location of paper recycling containers.

3. Improper Storage of Combustible and Flammable Materials: Improper storage of materials can contribute to the ignition and spread of fire. To reduce this risk the following procedures are to be followed.

1. All flammable liquids must be stored in approved containers. If flammable liquids are removed from their original container, they are to be stored in an approved safety can which is properly labeled and meeting the requirements of the UM-Columbia Hazardous Waste Management Program.

2. Do not store flammable or combustible materials near a heat source. If in doubt of storage requirements, consult the label, the appropriate material safety data sheet or contact EHS.

4. General Housekeeping: One of the simplest ways to prevent emergencies is to conduct a good general housekeeping of your workspace, office, and building on a frequent basis.  This includes but is not limited to:

1. Ensuring that doorways, stairways, Fire Department connections, fire extinguishers, fire alarm pull boxes, and emergency exits are not blocked by boxes, furniture, etc.

2. Keep corridors and stairways free of clutter

3. Computer and electrical cables are kept organized to prevent clutter

4. Frayed electrical cords should be discarded

Persons Who Need Assistance during an Emergency

1. In the event of any emergency there are occupants of the building who will need assistance in evacuating the building, taking shelter etc.

2. If you encounter someone who needs assistance during an emergency you should attempt to assist the individual, if it is possible to do so without jeopardizing the personal safety or health of yourself or the person needing assistance.

3. If you know or have reason to know that you will need assistance during an emergency you should report that information to the Building Emergency Coordinator as soon as possible.

4. More details about emergency evacuation for persons who need assistance can be found in Appendix B.

5. The following people are occupants of the building who have expressed the need for assistance in the event of an emergency to the Building Emergency Coordinator.

	Known Persons Needing Assistance

	Name/ Department
	Room Number/ Location
	Dept. Phone
	Type of  Assistance Needed

	
	
	
	

	
	
	
	


Training
· Before implementing the disaster plan, the Building Emergency Coordinator and Building Managers/Supervisors shall designate and train a sufficient number of persons to assist in the safe and orderly emergency evacuation of employees.

· The disaster plan must be reviewed with all occupants at the following times: Initially when the plan is developed, whenever the employee’s responsibilities or designated action under the plan change, and whenever the plan is changed.

· At least annually employee meetings are to be held to train employees of the contents of the disaster plan and revise the plan as appropriate.
1. Current staff

1) Specify each mentor of staff’s responsibility;

2) Participate in emergency drill held by the university;

3) The staff mentor who is responsible for the disaster plan should always be aware of disasters which have occurred in other places, especially in similar organizations such as MCR;

4) Provide useful information to the emergency management team and coordinators of other teams;

5) Learn advantages from other disaster recovery procedures, and make appropriate changes in MCR’s plan;

6) If there are any updates to the disaster plan, be sure to inform staff of those changes, especially those who will be in charge of the modified part. 

2. New employee

1) Submit basic personal information, and emergency contact information;

2) Introduce the disaster plan and emergency procedures implemented by the university to every new employee during orientation;

3) Identify the new employee’s responsibility;

4) Offer new staff opportunities to take training class if necessary;

5) Show new staff where emergency facilities are, and how to use them;

6) Show new staff how to back up records and how to do off-site storage.

· Drills will be conducted and full participation encouraged in March (Severe Weather/Tornado Drill) and October (Fire Drill) of each year, according to university procedures. 
· All training must be documented in writing and copies sent to Environmental Health and Safety.

· Checklists from Environmental Health and Safety are distributed in March and October for use in the March and October drills.  

· The form included in this plan can be used to document training exercises.
Protection of the database and records
General Safety Precautions:

1. Prohibit smoking in records storage areas, especially computer areas.

2. Do not store records with chemicals, cleaning supplies, etc.

3. Do not store records by a furnace, radiator, or heater.

4. Remove paper clutter from the area.

5. Follow approved retention periods for records to ensure the timely destruction of obsolete records and removal of inactive records, thus decreasing the availability of potentially flammable material.

6. Make sure all wiring is safe.

7. Comply with all local fire, electrical, plumbing, heating, and construction codes.

Basic Security Precautions:
1. Store all MCR records in locked file cabinets, and diskettes in locked drawers. Shred printouts with identifiers or privileged information before disposal.

2. Limit the number of staff members who can access to particular records series. Records and database can be only accessed by authorized IDs and passwords.

3. Limit access to records storage areas. 

4. Be aware that terminated employees any pose security risks. Have the employee turn in all relevant identification and keys before leaving.

5. Ensure that all access control systems, and alarm systems are maintained on a regular basis.

6. All record security and confidentiality should comply with HIPPA security rules.

Electronic Data Backup:

Regular Maintenance Procedure:
1. All data including files and transaction logs are backed up at 7:00pm every night.

2. All backups are then automatically moved to another server by the Information & Access Technology Services (IATS).

3. The maintenance job is set up to automatically delete any backup which is older than 4 days.
4. The database administrator will monitor the hard drive on a daily basis carefully, and delete huge exported files from the server to make sure there is enough space to handle the backups.
5. Regularly running virus-scanning programs on all computers, server systems and scanning diskettes for viruses is highly suggested. 

Emergency Recovery:
1. In case of system failure, the database team will restore the system from a previous night’s backup and this may result in the loss of some work.
2. Instantaneously setting transaction log files during emergent situation, helps to backup sufficient amounts of data.

3. In the event of database failure or destruction due to disaster, the database administrator can request IAT Services to put data back on the MCR server.
Other data backup:

Regular Maintenance:

1. All MCR records have to be stored in locked file cabinets, and diskettes in locked drawers. Printouts with identifiers or privileged information are shredded before disposal.  
2. Every staff should view records and data they are responsible for daily. Divide records based on the degree of importance.  
· As required, some records are sent to University Records Management monthly for safe keeping. 
· Based on the records retention requirements, all records need to be properly disposed (destroyed or archived). 
Emergency Recovery:

1. If the disaster has been predicted in advance, everyone should pack up useful information and data, and send them to University Records Management.

2. If the disaster happens urgently, staff should store data and records in locked file cabinets or drawers. However, the most important thing is evacuation and life protection. 
Environmental Health and Safety Incident Report / Damage Assessment

The type and degree of damage must first be examined. When recovery teams assess the damage, the following questions should be addressed:

· How much damage has occurred?

· What kind of damage is it (fire, smoke, soot, clean water, dirty water, heat, humidity)?

· Is it confined to one area or is the entire building damaged?

· What percentage of the records has been affected?

· What types of record media have been damaged (paper documents, microfilms, photographs, magnetic tapes and diskettes)?

· Are the damaged records easily replaced (is there a preservation duplicate stored off-site, are these copies of records convenient)?

· Are the damaged records irreplaceable and what is the value (is this the only copy of the information, how important are these records to the business of the agency)?

· Can the records be salvaged by the recovery team, or will outside help be required?

The following two tables should be completed for damage assessment:
	Facility Disaster Assessment

	Equipment/Supplies
	User
	Location
	Disaster
	Date of Disaster
	Degree of Damage
	Dated checked

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 


	Date Disaster Assessment

	Data Type
	Content of Data
	Resource
	User
	Copy
	Off-site Storage Place
	Degree of Damage
	Recovery Possibility

	
	 
	 
	 
	 
	 
	 
	 

	
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 


This form is used to report emergency incidents to Environmental Health and Safety
	Environmental Health and Safety Incident Report

	Date/Time of Incident:
	 

	Date/Time Incident Notification Received:
	 

	How Contacted & By Whom (By telephone, in person, by MUPD Dispatch, etc.)
	 

	Incident Description (Who/What/When/Where/How):
	 

	EHS Response Required:
	Yes:                                                 No:

	Incident Response Description (If no response was required by EHS, but information was provided to/by EHS or spill clean-up procedures were confirmed by EHS, so state in this section):
	 

	Itemize Equipment Used in Response:
	 

	Itemize Any Additional Equipment Needed for Response or for Personal Safety:
	 

	Comments (Include any problems or potential problems noted during the incident, recommended improvement in procedures, etc.):
	 

	Date/Time Response Was Completed:
	 

	List Any Related Reports (e.g., Police or Fire reports, EHS documents etc.):
	 

	
	 

	Date of Report Submission:
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Emergency Contact Tree
	No.
	Department
	Office No.
	Primary Contact
	Secondary Contact

	1
	Administration
	RM 421, 422
	
	

	2
	Hospital Reporting 
	RM 411, 412
	
	

	3
	Non-Hospital Reporting
	RM 406, 407
	
	

	4
	Database Operation 
	RM 410, 420
	
	


(This table explains the emergency tree above.)
Emergency Contact Information: (see Appendix C)

NOTE: If a disaster occurs when staff is out of the office, everyone should take appropriate action to reach safety, and contact the Primary Contact to report their status and update their contact information ASAP. If Primary Contact is not available, try to call the Secondary Contact. If the disaster happens during working time, Primary and Secondary Contacts have responsibilities to assure that all employees/visitors have been notified of the emergency by checking each room.
Emergency Teams and Responsibilities

Emergency Process Flow chart
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	Emergency Management Team
	
	

	Computer Network and Database Team
	
	

	Facility and Equipment Recovery Team
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Emergency management team:

1. Responsible for the implementation and updating of this plan;

2. All emergencies will be reported to the emergency management team;

3. Provide a key decision-making role; based on the damage assessment, decide whether to invoke the disaster plan, or stabilize situation and return to normal service levels as soon as possible;

4. Develop and coordinate all different teams;

5. Activate and direct all activities during disaster;

6. Evaluate the actions of all teams;

7. Arrange the finance of the recovery; authorization of expenditures for wages, supplies, transportation, and services;

8. Communicate potential issues to Emergency Responders, i.e. occupants who might still be in the building, location of fire or other disaster, known dangerous situation, etc.; 

9. Handle legal matters evolving from the disaster, handle public relations and media inquiries;

10. Within 24 hours following the emergency, meet with all team leaders to discuss the occurrence and to document the details in written form. The form at the end of the plan is designed to be used during the review. 

Team leader responsibilities:

1. Coordinate the activities of the team he/she is responsible for;

2. Assist occupants in their teams during an emergency, i.e. directing traffic for evacuation, sheltering assistance;

3. Contact team members if a disaster occurs, and ensure that they are notified of the emergency;

4. Assist the emergency management team in the execution of the plan during an emergency;

5. Report the damage assessment to the emergency management team;

6. Recommend changes or improvements to the plan;

7. Assist in annual training and training others on the team on disaster recovery efforts.

Computer system and network recovery team:

1. Check and maintain the computer system and network system as part of a daily routine; 

2. Assess the damage of computer system and network;

3. Report the assessment to emergency management team;

4. Based on the damage situation, adopt proper recovery methods, such as restore system packs, load and test operating system software, and resolve system level problems when they arise;

5. Reestablish host network control and access at the system recovery site, provide support for data communications;

6. Ensure the resumption of computer services following a disaster by restoring and continuing scheduled processing at the contingency site until such time that operations can resume at the original situation; 

7. Contact University Information & Access Technology Service(IAT Service) if necessary;

8. Assist database team in monitoring application performance, database integrity and security.

Database team responsibilities:

1. Update the database, and monitor the database integrity and security;

2. Inventory control of damaged record and assess the record damage as soon as the disaster has occurred;
3. Be responsible for recovery of any and all database, activities and works with the other teams as needed on recovery efforts; 
4. If data is lost in the disaster, restore or reconstruct database using any available document prior to the release of the system for general use;

5. If the data cannot be recovered, contact with IAT service, and obtain backup of the database from it;

6. Check the time frame of the lost data, and contact reporting facilities for lost medical records;

7. Ensure proper functioning of the applications at the contingency site and coordinate with hospitals and non-hospitals regarding operation instructions for during the contingency period.

Facility and equipment recovery team:

1. Assess damage to facilities and equipment immediately after the disaster, and report to the emergency management team;

2. Certify non recoverable items, and identify repair requirement /arrange for repairs;

3. Contact Campus Facilities, and seek help for repairs; 

4. Procure replacement items and supplies;

5. Restore or replace office facilities, equipment;

6. Apply insurance claims.
Communications team:

This team plays a key role of bridging MCR internally, as well as between MCR and other external organizations. 

1. Meet Emergency Responders when they arrive at the building, and communicate potential issues with them, i.e. occupants who might still be in the building, location of fire or other disaster plan, known dangerous situations, etc.;

2. Work with the MU News Bureau to handle communications with the news media;

3. Responsible for ensuring that employees are notified of the emergency;

4. Assist emergency management team to liaise with local fire, police agencies and other involved parties, especially university technical support services, such as IAT Services, and Campus Facilities;

5. Follow the instructions from emergency management team to communicate with external organizations, such as hospitals, and non-hospitals which report cancer cases, as well as other cancer relevant organizations or agencies; 

6. Support the efforts of other teams, contact vendors, and coordinate logistics for on-going supplies of necessary office and computer equipment/supplies;

7. Survey those present at assembly points to determine whether anyone is potentially missing and possibly still in the building;
8. Make a communication table, including stuff contact information, updating as needed.
	Disaster Team

	Team
	Leader
	Member

	Emergency Management Team
	
	

	Computer Network and Database Team
	
	

	Facility and Equipment Recovery Team
	
	

	Communication Team
	
	


Maintenance and Testing
1. Check the operation of computer hardware and software periodically; update them if necessary. 

2. Check office facilities and equipment monthly; contact vendors for repairs.
3. Check database and other data weekly, and classify them. Delete invaluable data and backup vital information.

4. Modify accordingly any staff responsibilities whenever there are staff changes
5. Hold drills annually. Strictly follow the disaster plan to deal with the hypothetical disaster situations. Modify the disaster plan for any flaws.

6. Liaise and take part in the drill held by the university. 
7. Revise plan based on valuable experiences learnt from similar organizations.

8. Periodically update plan based on changes in MCR’s operations, as well as policies and regulations.

Appendixes

Appendix A - Evacuation Routes
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Appendix B
Emergency Evacuation for Persons with Disabilities
This appendix provides a general guideline of evacuation procedures for persons with disabilities, which would make exiting difficult, during fire and other building emergencies.  Faculty, staff, students, and visitors with disabilities must develop their own facilities’ evacuation plans and identify their primary and secondary evacuation routes from each building they use.

· Be familiar with evacuation options.

· Seek evacuation assistants who are willing to assist in case of an emergency.

· Ask supervisors, instructors, building emergency coordinators, or Environmental Health & Safety about evacuation plans for buildings.

Most MU buildings have accessible exits at the ground level floor that can be used during an emergency.  People need to use stairways to reach building exits.  Elevators cannot be used because they are unsafe to use in an emergency and are normally automatically recalled to the ground floor.

Evacuation Options

Persons with disabilities must evacuate to the nearest exit.  Persons with disabilities have four basic evacuation options.

· Horizontal

· Using building exits to the outside ground level

· Going into unaffected wings of multi-building complexes

· Stairway

· Using steps to reach ground level exits from the building
· Stay in Place

· Unless danger is imminent, remaining in a room with an exterior window, a telephone, and a solid or fire-resistant door.

· With this approach, the person may keep in contact with emergency services by dialing 911 and reporting his or her location directly.  Emergency services will immediately relay this location to on-site emergency personnel, who will determine the necessity for evacuation.

· Phone lines are expected to remain in service during most building emergencies.  If the phone lines fail, the individual can signal from the window by waving a cloth or other visible object.

· The Stay in Place approach may be more appropriate for sprinkler protected buildings or buildings where an “area of refuge” is not nearby or available.

· It may also be more appropriate for an occupant who is alone when the alarm sounds.

· A “solid” or fire-resistant door can be identified by a fire label on the jam and frame.  Non-labeled 1 ¾ inch thick solid core wood doors hung on a metal frame also offer good fire resistance

· Area of Refuge

· With an evacuation assistant, going to an area of refuge away from obvious danger.

· The evacuation assistant will then go the building evacuation assembly point (Appendix A) and notify the Building Emergency Coordinator or on-site emergency personal of the location of the area of refuge.

· Emergency personnel will determine if further evacuation is necessary.

· The safest areas of refuge are pressurized stair enclosures common to high-rise buildings, and open-air exit balconies.

· Other possible areas of refuge include: fire rated corridors or vestibules adjacent to exit stairs, and pressurized elevator lobbies.

· Taking a position in a rated corridor next to the stairs is a good alternative to a small stair landing crowded with other building occupants using the stairway.

· For assistance in identifying Areas of Refuge, contact Environmental Health & Safety.

For false or needless alarms or an isolated and contained fire, a person with a disability may not have to evacuate. The decision to evacuate will be made by the Columbia Fire Department (CFD). The CFD will tell the individual their decision or relay the information via the University of Missouri Police Department (MUPD).

Disability Guidelines

Mobility Impaired - Wheelchair

Persons using wheelchairs should stay in place, or move to an area of refuge with their assistant when the alarm sounds. The evacuation assistant should then proceed to the evacuation assembly point outside the building and tell CFD or MUPD the location of the person with a disability. If the person with a disability is alone, he/she should phone emergency services at 911 with their present location and the area of refuge they are headed too. 

If the stair landing is chosen as the area of refuge, please note that many campus buildings have relatively small stair landings, and wheelchair users are advised to wait until the heavy traffic has passed before entering the stairway.
Stairway evacuation of wheelchair users should be conducted by trained professionals (CFD). Only in situations of extreme danger should untrained people attempt to evacuate wheelchair users. Moving a wheelchair down stairs is never safe.
Mobility Impaired - Non-Wheelchair

Persons with mobility impairments, who are able to walk independently, may be able to negotiate stairs in an emergency with minor assistance. If danger is imminent, the individual should wait until the heavy traffic has cleared before attempting the stairs. If there is no immediate danger (detectable smoke, fire, or unusual odor), the person with a disability may choose to stay in the building, using the other options, until the emergency personnel arrive and determine if evacuation is necessary. 

Hearing Impaired

Some buildings on campus are equipped with fire alarm strobe lights; however, many are not. Persons with hearing impairments may not hear audio emergency alarms and will need to be alerted of emergency situations. Emergency instructions can be given by writing a short explicit note to evacuate.
Reasonable accommodations for persons with hearing impairments may be met by modifying the building fire alarm system, particularly for occupants who spend most of their day in one location.

Visually Impaired

Most people with a visual impairment will be familiar with their immediate surroundings and frequently traveled routes. Since the emergency evacuation route is likely different from the commonly traveled route, persons who are visually impaired may need assistance in evacuating. The assistant should offer their elbow to the individual with a visual impairment and guide him or her through the evacuation route. During the evacuation the assistant should communicate as necessary to assure safe evacuation.
Appendix C
Emergency Contact Information
Emergency Numbers:

1. MU Police: 991(Emergency); 573-882-7201(Non-Emergency)

2. Primary Emergency Contacts for Clark Hall
	Position
	Name
	Office Phone
	Home Phone

	Building Coordinator
	
	
	

	Asst. Building Coordinator
	
	
	

	Floor Monitors
	
	
	

	Basement
	
	
	

	 
	
	
	

	First Floor
	
	
	

	 
	
	
	

	Second Floor
	
	
	

	Third Floor
	
	
	

	Fourth Floor (MCR)
	
	
	

	
	
	
	

	Fifth Floor
	
	
	

	 
	
	
	

	Sixth Floor
	
	
	

	Seventh Floor
	
	
	

	 
	
	
	

	Eighth Floor
	
	
	


3. Campus Facilities (General Information Emergency):  573-882-8211

4. Utility Outages (Electric, Steam, Water): 573-882-3094 (During Working Hours); 573-882-333 (After Hours)

5. Environmental Health & Safety: 573-882-7018(During Working Hours);
573-882-7201 (After Hours)

6. University Hospital: 573-882-7979
7. University Records Center Phone Numbers

a. To request Records Center forms: 573-882-7652
b. To request office pick up of records or refiles in Columbia: 573-882-7652

c. Questions about records retention or disposal: 573-882-1449, 573-882-5955

Technical Support:
Information & Access Technology Service:
1. Help desk: 573-882-5000

2. Adaptive Computing Technology Center: 573-884-2828

3. TigerTech (computer repair): 573-882-2131

Others:

1. MU News Bureau: 573-882-6211

2. Custodial and Special Service: 573-882-6648

3. MU Registrar’s Office: 573-882-7881
MCR Staff Contact Information:
	Name 
	Home 
	Cell Phone
	Office
	Email
	Emergency Contact:

	Jeannette Jackson Thompson
	
	
	
	
	

	Sue Vest
	
	
	
	
	

	Deb Smith
	
	
	
	
	

	Brenda Lee
	
	
	
	
	

	Keri Grier
	
	
	
	
	

	Angela Warner
	
	
	
	
	

	Debra Douglas
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Cate Ellis
	
	
	
	
	

	Nancy Cole
	
	
	
	
	

	
	
	
	
	
	

	Debra Eccleston
	
	
	
	
	

	Shari El-Shoubasi
	
	
	
	
	

	Lisa Tweeddale
	
	
	
	
	

	Alenda Headd
	
	
	
	
	

	Saba Yemane
	
	
	
	
	

	Iris Zachary
	
	
	
	
	

	Mary Jane King
	
	
	
	
	

	Suzanne Culter
	
	
	
	
	

	Si Chen
	
	
	
	
	

	Chester Schmaltz
	
	
	
	
	

	Raajiv Conjee Ram Ravi
	
	
	
	
	

	Hope Morris
	
	
	
	
	


Appendix D
Supplies List
	MCR In-house Emergency Equipment and Disaster Supplies

	Items
(Brand & Code)
	Amount
	Location
	Purchase Date
	Vendor/Producer
	Contact Information
	Date checked

	Barricade Tape
	 
	 
	 
	 
	 
	 

	Book Trucks
	
	
	
	
	
	

	Brooms
	
	
	
	
	
	

	Buckets (Rubber)
	
	
	
	
	
	

	Caution Wet Floor Signs
	
	
	
	
	
	

	Crank Flash Light
	
	
	
	
	
	

	Crank-operated Radio
	
	
	
	
	
	

	Dehumidifiers
	
	
	
	
	
	

	Fans
	 
	 
	 
	 
	 
	 

	Flashlights
(3 Plug-in)
	 
	 
	 
	 
	 
	 

	Garbage Cans
	
	
	
	
	
	

	Gloves
	
	
	
	
	
	

	Ladders
	
	
	
	
	
	

	Lysol Spray
	
	
	
	
	
	

	Power  Extension Cords
	
	
	
	
	
	

	Shovels
	
	
	
	
	
	

	Towels
	 
	 
	 
	 
	 
	 

	Trash Cans
	 
	 
	 
	 
	 
	 

	Walkie-Talkie
	 
	 
	 
	 
	 
	 

	Vacuums
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 


Appendix E
POLICY ACKNOWLEDGEMENT
I have reviewed the Disaster Plan for the Missouri Cancer Registry. I agree to adhere to this policy.


Signature of Building Name University Staff Member                      Date


Signature of Building Name Trainer/Staff Member                           Date

Appendix F
Agreement to Maintain Confidentiality of Records and Information

Responsibility for maintaining confidentiality of Information:

Employees

It is the responsibility of the supervisor to provide employees with instruction on maintaining security of records and on releasing information and records.

It is the responsibility of all employees to assure the confidentiality and security of information and records within their control and to release information only to those agencies or individuals having an official need for the information.  Questions regarding release of information shall be referred to the employee’s supervisor.  A request for a legal opinion on release of information shall be submitted through administrative channels to MU’s legal counsel. 

Each employee shall be provided a copy of this policy and required to sign a statement certifying knowledge of and agreement to comply with this policy.  The statement shall be filed in the employee’s official personnel file.

An employee revealing confidential information to unauthorized agencies or individuals shall be subject to disciplinary action and when in violation of applicable state and federal laws may be subject to fine and/or imprisonment.  An individual who terminates employment with the Center for Health Care Quality (CHCQ) and reveals confidential information acquired as an employee shall be subject to legal action.

Contractors

There shall be a clause in each contract involving services to patients or clients that the contractor will maintain strict confidentiality of all patient or client information or records supplied to it by the Center for Health Care Quality or obtained as a result of contract activities.

Confidential data may be loaded on a contractor’s personal computer for a limited period of time as needed and agreed upon between the contractor and CHCQ.  The contractor must agree to delete all confidential data at completion of the project and must demonstrate to CHCQ staff that all confidential data have been deleted.

Researchers

Individuals granted access to Center for Health Care Quality records or research purposes shall include in the research protocol methods and assurance for maintaining confidentiality of information which identifies individuals.

Precautions for maintaining confidentiality of information:

Work Areas:

Information of a confidential nature shall be removed from public view (placed inside a desk or file) when the employee is away from his/her workstation and another authorized employee is not available to assure security of the information.

Information of a confidential nature shall be placed in locked files or other secure places when offices or work units are closed or unattended.

Information to be discarded, such as poor quality copies or purged file materials, shall be shredded or otherwise destroyed to the extent that individuals cannot be identified.

Information Exchanges

Informal records of telephone conversations containing information of a confidential nature shall be destroyed unless placed in official files.

Documents containing information of a confidential nature shall be sealed inside an envelope addressed to a specific office or individual and marked “Confidential” when mailing or sending to other individuals, programs or agencies having an official need for the information.

Conferences and informal conversation shall be held in a manner to avoid discussion of a confidential nature being overheard by others.

Certification:

This is to certify that I have read and agree to comply with the provisions of this policy.

___________________________

__________________________________________

Date





Signature
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